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Job Description/Performance Evaluation

I. POSITION:  Information Systems Manager

II. QUALIFICATIONS: This is an exempt position, serving Indian and non-Indian patients/clientele. Graduation from an accredited four-year college or university with a degree in Information Systems, Computer Science/Engineering or closely related field required.  Five plus years of progressively responsible experience managing a complex healthcare information system and supporting networks required.  Excellent oral and written communication skills.  

III. TECHNICAL QUALIFICATIONS: 
a. Expertise in implementation and management of Electronic Practice Management Systems (Scheduling, Billing, Reporting) and Electronic Medical Records Systems (Charting, Ordering, Documentation).

b. Expertise in Microsoft platforms including Windows Server operating systems, Exchange, SQL Server, Sharepoint, and Internet Information Services (IIS).

c. Expertise in the management of Active Directory, Remote Installation Services and Group Policy to deploy software, configure security, and automate administrative tasks.

d. Strong knowledge in configuration of Cisco networking and security equipment.

e. Strong knowledge in management of enterprise security products including virus protection, intrusion detection systems and patch management.  

f. Strong knowledge in design of highly available and redundant server and network architectures.

g. Ability to write scripts using various languages including VBScript, JavaScript, ASP, SQL, PHP, Perl, or similar languages to develop Electronic Medical Record templates and automate administrative tasks.

h. Proficiency in use of Microsoft Office suite of applications.

i. Experience in Linux installation and configuration. 

IV. PERSONAL CHARACTERISTICS

1. Strong problem-solving skills and flexibility to adapt to changing priorities.

2. Possesses demonstrated ability to perform as a team player.

3. Maintains positive peer relationships and provides assistance in a friendly, helpful manner to all patients, visitors and staff.

4. Must have consistent work attendance record.

5. Demonstrates cultural sensitivity. 

6. Understands and practices confidentiality.

V. SUPERVISION:

The Information Systems Manager reports to the Finance Director.

VI. ADA ESSENTIAL FUNCTIONS

A. Hearing: within normal limits with or without use of corrective hearing devices;
B. Vision: adequate to read 12-point type with or without use of corrective lenses
C. Must be able to verbally interact with staff, clients and public
D. Manual dexterity of hands/fingers for writing, computer input 
E. Able to lift up to ___ lbs.,
F. Standing ___% of the day
G. Walking ___% of the day
H. Pushing, up to _____lbs.
I. Pulling, up to ____lbs.
	MAJOR RESPONSIBILITIES

	DUTY
	STANDARD
	RATING

	Primary Responsibilities
	1. Architect viable technology solutions that realize the Goals and Objectives of the BMCWC.

2. Maintain a complex network environment connecting wired and wireless devices, multiple buildings and outside organizations, and consisting of various clinical and line of business information systems.

3. Design, implement, and maintain a highly available and secure platform for an Electronic Health Record.
4. Ensure that proper system backups are performed, kept current, and tested including tape and real time failover.

5. Responsible for managing IS staff, providing analysis and technical advice to BMCWC management, and leading technical projects. 

6. Responsible for creating and verifying report data required for regulatory reporting such as grants and financial audits.

7. Development of Electronic Medical Record Templates that accurately capture, display and store personal health information.

8. Develop custom SQL queries and stored procedures to store and retrieve data in accordance with the business processes of the Medical Center.

9. Manage support of all computing devices, Desktop, Laptops, and Mobile Devices (Palm & Blackberry)

10. Manage and develop relationships with all vendors the organization uses for its IS needs.

11. Setup and maintain interfaces with outside vendors such as Lab and X-Ray.

12. Establish and maintain both a short term, and long term IS plan, that supports the Goals and Objectives of the BMCWC.

13. Establish and enforce Policies and Procedures for the BMCWC that conform to HIPAA Security Regulations.

14. Maintain Video, Access and Security System.

15. Submit National Data Warehouse Reports to the Indian Health Services

16. Configure and maintain data integrity in both Practice Management and Electronic Medical Records to integrate correctly to and be compliant with HRSA required Uniform Data Set – Section 330 Universal Reporting tools and data requirements.

17. Administer Finance, Human Resources and Wellness Center Membership Services Management Software.
	

	Information Services Committee
	1. Chair Information Systems Committee.

2. Keep Committee abreast of changing IS and telecommunications technology and its application to the Medical Center.  
	

	Website


	1. Maintain the BMCWC Internet website (public) and Intranet website (private).
	

	Inventory
	1. Maintain an inventory and/or audit of all IS activity and resources, including but not limited to, hardware, software, user accounts, remote access, upgrades, network security, and data protection.

2. Evaluate, document, and review all changes to Information Systems.
	

	Public Relations
	1. Assist employees with information systems issues as required.

2. Maintain a cooperative working relationship with the IS department of the Indian Health Service, both the Area Office and Headquarters.

3. Establish and maintain a cooperative working relationship with the MIS department of the Coeur d’Alene Tribe. 
	

	Supervisory
	1. Supervises the Data Analyst and Systems Administrator.
	

	Other
	1. Assists all departments in the budgeting process. Creates IS department budget.

2. Performs other duties that may be necessary in the best interest of the organization.
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EMPLOYEE’S COMMENTS:

	

	

	

	

	

	

	

	

	

	


INDIVIDUAL GOALS/OBJECTIVES:

	

	

	


I understand that by signing this review, I am not indicating agreement with the rating, but I am acknowledging that my supervisor has reviewed and discussed this performance evaluation with me.

	Employee’s Signature:
	Date:

	Evaluator’s Signature:
	Date:

	Evaluator’s Supervisor:
	Date:
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